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A Method of Trajectory Anonymization with Adjustable Usefulness
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Movement trajectories can provide useful information for all fields. However, they may have high privacy parame-

ters, sharing trajectory data with other operators without anonymization carries the risk of linking movement trajecto-

ries to individuals. Therefore, it is necessary to consider applying privacy protection to trajectory data. Anonymization

indicators, such as k—anonymity are generally adopted for anonymization of trajectory data. Some studies modify

position information to achieve anonymity. This modification sometimes produces inaccuracies in data sets. More-

over, they cannot decide on which balance to change location information and timestamp. In this study, to reduce

the modification distance of the position, we propose an algorithm that allows the mismatch of time when the posi-

tion information is acquired within a certain range. Further, we define indicators that represent distortions of position

and time information. As a result of comparing the proposed method and the existing method, the usefulness of the

proposed method is shown.
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Fig.1. Flowchart of the proposed system
Table 1. Notation

Notation | Description
7,7 Trajectory of user before and after anonymization
(1) Timestamp in i position information of trajectory 7
7[1] Position coordinates in timestamp # of trajectory T
|T(7)| Total number of timestamps in trajectory 7
D,D’ Data set before and after anonymization
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if v’ is defined,

LocD(z[1],7'[£]) = {DiSt(T[l‘],T 1))

otherwise;
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Algorithm 1 Search all trajectory that needs to change

timestamp
1: Input: D, D', §, threshold
2: forall T € D do

3 fori=0to|T(r)|— 1 do

4 vy « Dist(t[i], T’'[i])

5 if y > threshold then

6: 7.flag « true

7 else if 7/ is undefined then
8 7.flag « true

9 end if

10: end for

11: end for

12: for all T € D do

13: if 7.flag < true then

14: 7 « ChangeTime(D, threshold, §)
15: end if

16: end for
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Algorithm 2 Change Timestamp
1: Input: 7, D, threshold, 6
2: for all r € D do
3: if |7 (7¢)| = |T(7)| then

4 if VDist(ty,7) <6 A YModdist(t[t]) < threshold then

5 for [ =0to |T (1)l — 1 do

6: 11(7y) « 1(7)

7 end for

8 end if

9: diss « |to(ti) — to(7)|

10: disg — |tir(ci-1(Tk) = fry-1(0

11: else if |T(ty)| > |T(7)| A diss < disg then

12: if VDist(ty,7) <6 A YModdist([t]) < threshold then

13: copy all timestamps of 7 to 7 from the beginning to the end
14: delete surplus points of 7y

15: end if

16: else if [7(ti)| > |T(1)| A diss > disg then

17: if VDist(ty,7) <6 A YModdist(t[t]) < threshold then

18: copy all timestamps of 7 to 74 from the end to the beginning
19: delete surplus points of 74
20: end if
21: end if

22: end for

Algorithm 3 Change Moving Speed
1: Imput: 7y, 7;, threshold, §
2: for/=0to|T(r;)| - 1 do
3: for m = 1to |T(7y)| — |T(7;)| do

4 if Moddis(t;[l]) < threshold A Dist(t;[l], i[l + m]) then
5 delete points 7[/] to T[] + m]

6: break

7 end if

8 end for

9: end for
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