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An Algorithm for Privacy-Preserving Location Data Collection

by Probabilistic Dummy Generation
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Mobile devices, which can sense their locations by GPS or Wi-Fi, have become popular these days, and

we can collect and analyze location information of many users to examine traffic flow, conduct marketing

analysis, and so on. However, several users hesitate to provide their accurate location information. Therefore,

researches which anonymize user’s location information on their devices and send the anonymized informa-

tion to the data collection server have been proposed. These researches can protect user’s privacy and let

the data collection server to estimate the distribution of users’ locations by a statistical way. However, they

need many users to help with the data collection. In our proposed method each user sends several dummy

locations to the data collection server and the server can estimate the location distribution with high accu-

racy. By mathematical analysis and simulations, we prove our proposed method can reduce the estimated

errors by approximately from 85% to 99%.
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ICEY, V, (j=0,...,D—1) #ZHKE L7z DE—dik
VBRI SN D, SRABC I LIZEY, &V 5K
$2. COLE KV, IRV, ORAIEERTH Y, HOF
RUEER L 2o TV d,

Ble LT, D=4,k =2Thh, 722 RX&D,
Wy = 35, W1 = 50,Ws = 80, W3 = 35 ThrHEa%
#2ho TOEE, B)RLD, Pp=1/3ThHb, L1:
HoT, (4)REY, UFo#Es HERIERS NS,

35 =100 — 2/3 x (Vi + Vo + V3)
50 = 100 — 2/3 x (Vo + Vo + V3)
80 = 100 — 2/3 x (Vo + Vi + V3)
35 =100 — 2/3 x (Vo + V1 + Va)

O R A S LI E Y, Vo= 2.5, V5 = 25, V5 =
70, V5 = 2.5 S ND,
H—oN70 s TV E Algorithm 2 1278 T

Algorithm 2 Server protocol
Input: # of grid cells D, Possible Existing Sets S
Output: Distribution of user’s grid cells
1: Creates Array W, v
/*Calculates each W;*/

fori=0,..., D —1do
3: W; <« result calculated by Eq. 2
4: end for

/*Calculates Pg*/
5: Pp < result calculated by Eq. 3
/*Creates and solves the linear system of equations*/
: Creates Eq. 4 for all j =0,..., D -1
for j=0,..., D —1do
\//; < each result calculated by the linear system of equations

end for

o v ®» 3

: return V

=

(5-4) AMEOHFENEH (AW 51E
WEWES 2 LEDPD BN ZPET B2, AREOH
FHEZHNT 2 LEDH Do

KL TIIHEMEIRRE L L O TRH_EZ AW TWw 5
B, PHTRELERT L (1) NED, ZOMFRHEIZR
RTEITIENTE D,

7, V3V, ORNRHEERTH L2 EhS, BV =V,
Thb, £72. E[(E[V;]- V)2 1V, 05#xFELTW5,
L7=hoT, V, 058% Var(V;) & EBT 2 &,

665

TH b,

¥/, (4)RELTO K LOHE L TT & 2857
i, REWET) S LI0L ), KR CTEIND HRR L
SMfiTd B

M-VT = WT7 where

M =
0 1— Pg 1— Py
1— Py 0 1— Py
: »oee (8)
1-Pr  1-Pg 0
‘72(‘//87‘//;~'-7V;1)a
W =(N-Wy,N-Wy,...,.N—Wp_1)
L7225 T,
VT o ML o e (9)
IR RYASH

ZIT, —MRICHESRAEB X ROY IS LT, o
Cov(X,Y) LB L,

Var(aX +bY) = a*Var(X) + b*Var(Y)
+ 2abCov(X’ Y) .......... (]_0)

B LD (0,0 1XER) e M~ O i 4T j Bl % M} L&
Fo (O)RED V=3, M (N =W,;) Thohs, (8),
(10) K & Y

Var(V;) =Y (M;)*Var(N — W)
J
+ 3 MM Cov(N — Wy, N — W)

3l
(G#D)

Thb, TIT, EEOFEWRELESIC L PEEns
W% P &350 £7, BEOHFMEWRMEESICL; &
INTVLEE, jAIThD L bTORGITEEATY
LIEER% Py b3 5. EEOFIERRMEESIC L & F
NTWBEE, jAITHS L BFOEAIIEETN TR
WigEeE Py &4 b, ZOLE, Var KU Cov ZPTO X
ICRTIENTE D,

Var(N — W;) = E[W?] — E[W;]?
N
= Pi(1-P)NNC, - s* — PF
s=0
= ij(l - Pj)v
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Coo(N—W;, N=Wi) = E[W,Wi] — E[W,|E[W]
N N—sN-—s—t

. D {BPLPY

s=0 t=0 u=0
(L= Py =Py = PN
‘NCs N—sCt - N—s—tCy - (s + 1) (s +u)}
_NP,NP,

= N(Pju+ (Pji+ P;7) (P + P 7)(N — 1))
NPINP v (12)

HoNLOV, DFAN s LIEETETEL5E1E, Th
CISLT P, P, Py, Py Ps 2L ThE, =
LD RN T 5, —77, V, OGP THTE %
WG, RN R L OBIZE ST TH L L
HET 22 LIk D, ZOHE,

k
kEok—1
Pii=5 5= e (13)
k k-1
%J:BJZE'(L_ETT>

Yhbe ST, P RUP X DIEOBEHOHSS kEO
TR EIRT LIRMNCBNWT, DAFEDEENZNIE
EFNDMERERL TS, Py id, MERRIIBNT, &
LUYFED 2 DDOBEENENICEINLMREZERL TV b,
P RO P51, WUKRICBNT, M EDERNT
ZEINTHT, B2, HOdLHEHEOERPZNIE
INTOLRWIERERL TV,

COEHIIRHET S T & TARRDTIH b & T enEn
K&zl MHFREEZDHOLNPUDEIHRTLZLIEITER
Vo LAL, 6FEIZBITAY I 2= 3 VEHiIZBWT
RY &I, PHITRERENHEIIV, OEOHAITIZEAL
A L7%evye F72, Negative Survey %2, ZO—ffb3h
727 C& % Randomized Response DL % 1T-> TV 5 HE
FEICBNTD, £ DY Ialb—va R rs, F
W RBEEDOEIZ T — F 12T E A SR LW 2 &g
XNT WG D@,

(13) RO X IBET 258

o 1|k k —1v2
E[U]—N AGE) ;(Mi,j)
k(D —k) a1
~D 1D Z MM (14)
J,b,i#l
EFRENL,
22T, WATHNL,
2—D 1
_ 1
M liD_—k 1 2-D ... |....... (15)

666

Liith)
L7273> C,
X047 = (5 (-0 e
.................... (16)
Thb,
x7,
Y MM =
LAl
<5%)-&@JMD—D+@—DW—@}
.................... (17)
T%éo

KR, (14), (16), (17) &V, FHFEEEOMHE
ko TEIND,
k(D —1)?
N(D — k)D?
5:5) (88 /—F7obalid k-1
I-07 )y FEVEERT A0, FHHEEIE OKk) Th
%o Algorithm 1 75 b 55725 X912, /7 — FlidZ il
BEMEAAT ) 7217 TR W,

=70 b TV T, D e—kaE TR ER G
b EHEEATK & Ve D ge—kE R THEF T
RS ENTRETH Do H7 ADMEFEEHWIZGE, &
BEOF—F—130(D3) &% b, KEFEE Wy A=
A TFTNVEEFIH L2254, AR EZ r &35 LEHHEE
DA =5 =12 0(rD?) Th 5.

6. ¥ ff

(6-1) FHEMS  4FOMEMECTRLZNQT L
MDA # R R & 45, NQT KU MDA 1, {EfEH
IPEST BRI GEFHD 7)) v FeIVEIRSE LT k DD
BEEINL/D, kOEEZFETE 2V, Lz225>T, &F
ZBNT k OE2ZE S 554, NQT U MDA (2
DWTIXZ OHPAN THLY 135 12 BV TO ARGl & 1T -
720 FVICEBRBEREZ R,

6-2) FHMEAE  THEREOHFHEEEL L
A Ry, ¥ 3alb—3a Ik BEliET -7,
YIal—vavEHiiicowTid, F—7r v —A0KE)
K32l —% Siafu® ZFH L7z, Siafulda > 7F X
MEREZE Lz —FORBEIZOVWTHOI I 2L —F L&
LT, L OMETHHEIN TS, #iXT— %1, Siafu
TIal—FICEMENT WD Leimen DX %, K& &
24.2km x 4.2km 2% 2% L) IMBIEL TR L7z, 72,

E[OQ]: ...................... (18)

Table 1.

Windows 7 Professional 64 bit
Intel Core i7-3712QM CPU @ (2 CPUs)
8.00 GB

Simulation environment

oS
CPU
RAM
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% L—F ONLE A FHE R L7z,

7, 7y FeILoRRHEFEIL, MDA & NQT (M
LTI TH 2 LEN D Do 2 NQT 2B L TIZIEN
B, 2F0, HEICBTA7) Yy FEVEEREIZBIT
7Ny FEDF L THLUEND Do FeFTF 30 KR
HED L) RTINS TH L205, INLMGFEFEL

DB EAT) 720, ELEEEDO T ) v FEHH—TH 5
BB BUE L 72,
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WIS, T—FHELEZ CEHli L 724 R %2 6 1R T,

WTNOFFEIIBWTE, =K EFHTREBEDNL
HOIOBMRIZH 5 2 L3505 REFHIZBVTIL, (18)
NEVZDL)LRBRICAEDLZEEHLLTH S,

WIZ, TV FNERLNEFEREHNTY I 2L —
YaviMiiEiTo, YIal—Ya rilBwTiL, &7
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